
PARKER D. RUBIN
Boca Raton, FL | 561-699-4839 | pdrrubinn@gmail.com | linkedin.com/in/parkerrubin | github.com/ParkerRubin | parkerrubin.github.io

WORK HISTORY
Arete IR | SOC Analyst Intern Jan 2026 - Jun 2026
SentinelOne EDR

Triaged and resolved ~9,600 SentinelOne EDR alerts, pivoting across process, file, and network events in Storyline to speed up true/false-positive calls.
Built a custom Deep Visibility (S1QL) hunting query that surfaced malware (PDFProSuite, BrowserHelper) hidden in endpoint AppData\Local directories, closing a
detection gap across ~20 endpoints spanning 15 client accounts.
Authored the investigation playbook: used RemoteOps to remotely locate, collect, and track flagged files, extracted file hashes, and submitted confirmed indicators to
the client block list, standardizing response for recurring cases.
Developed a parallel playbook for PDF-embedded riskware (PDFFlex, PDFInstaller, and related variants) using the same locate-hash-validate-escalate workflow,
extending detection coverage to a new threat category.

Microsoft Sentinel / Entra ID
Investigated Microsoft Sentinel and Azure/Entra ID sign-in logs for anomalous logins and cloud-based IOCs across client tenants, narrowing scope for faster
containment.
Escalated ~50 client-impacting incidents with detailed write-ups, supporting SOC leadership and client remediation decisions.

Threat Intelligence / MITRE ATT&CK
Extracted IOCs (hashes, IPs, domains) from incidents, cross-checked threat intel sources, and mapped adversary behavior to MITRE ATT&CK to strengthen detection
coverage.
Validated findings with OSINT tools (VirusTotal, Joe Sandbox) and defined escalation criteria for confirmed malicious detections, reducing false-positive escalations.
Authored SOC training documentation covering internal tool usage, the custom detection query, Arete's detection rules and triage steps, and the riskware PDF playbook,
supporting analyst onboarding and knowledge continuity.

PROJECTS (GITHUB)
SOC Competition Scripts Nov 2025 - Present

Built a cross-platform Blue Team toolkit for CCDC/WRCCDC-style competitions: PowerShell scripts that snapshot baseline system state, cross-reference open ports
against firewall rules, flag persistence mechanisms and unsigned binaries, and harden Windows with deny-by-default firewall policy, plus a Linux enumeration module for
fast triage under time pressure.
Packaged a Sysinternals tools installer (Process Explorer, Autoruns, Sigcheck, TCPView) for deeper investigation beyond the initial scripted sweep, all built non-
destructively around a snapshot-before-hardening workflow to keep rollback and tamper detection intact.

SentryOS | EDR Platform Sep 2026
Built a three-component EDR platform: a Windows Service agent running Sysmon for telemetry, a FastAPI backend for threat evaluation, and a server-rendered
console for reviewing detections.
Implemented real-time detection with process lineage visualization, incident correlation across hosts, a rules engine for custom detections, and an AI analyst (Groq) for
context-specific alert triage.

CLUBS, LEADERSHIP & COMPETITIONS
FAU Cybersecurity Club | Officer, Competitor, Social Media Manager Sep 2025
National Society of Collegiate Scholars (NSCS) | Member Jan 2025 - Present
SFISSA Hack the Flag 2026 | South Florida ISSA, Boca Raton Sep 2026

1st Place out of 33 teams at South Florida's biggest annual CTF, sponsored by AWS, Horizon3.ai, and TORQ.
Solved web exploitation, AI/ML exploitation, and decoding challenges.

ShellHacks 2026 | Florida International University Sep 2026
Built JARVIS, a voice-controlled desk robot with face tracking and gesture recognition, at Florida's largest hackathon, integrating ElevenLabs conversational AI, Gemini
vision, OpenCV, and an Arduino-driven servo in Python.
Demoed the live build to judges and sponsors, drawing visits from Waymo and Blackstone representatives.

CCDC Qualifiers | Blue Team Competitor Sep 2025
15th place overall (Incident Response 7th/45, Injects 15th/45) in the national qualifying event, defending Windows systems and completing injects.

WRCCDC Practice Events (3x) Nov 2025 - Jan 2026
Blue Team competitor defending Windows systems, handling incident response, and completing injects.

Red vs. Blue Competition | Hosted by SWIFT, sponsored by Amazon Spring 2026
7th of 25 teams, competing on inject and Windows defense tasks.

NCAE Cyber Games Spring 2026
FAU teams placed 5th/12 and 10th/12, defending Linux services (SSH, SMB, web server) and solving CTF challenges.

EDUCATION
Florida Atlantic University - BA CS & BSAI with Cybersecurity Systems Dual Degree/Major (GPA: 3.8) Sep 2024 - Spring 2028
Boca Raton, FL | Achievements: Dean's List - Fall 2024 - Present (> 3.5 GPA)

CERTIFICATES
SentinelOne IR Engineer (SIREN) - employer-sponsored capstone certification for IR partners; covered Deep Visibility/S1QL threat hunting, Singularity blocklist/exclusion
administration, incident handling, and false-positive tuning
Governance, Risk, Compliance, and Data Privacy - IBM (Jul 2026)
Foundations of Cybersecurity - Google (Jan 2026)
Microsoft Security Essentials Professional Certificate - Microsoft & LinkedIn (In Progress)

SKILLS
Threat Hunting & Detection: MITRE ATT&CK mapping, IOC analysis & enrichment, threat intelligence, hypothesis-driven triage, Windows hardening, log monitoring
EDR/SIEM Platforms: SentinelOne (Deep Visibility/S1QL, Storyline, RemoteOps Forensics), Microsoft Sentinel, Azure/Entra ID
Offensive Security (TryHackMe): Nmap, Gobuster, Hydra, John the Ripper, enum4linux, smbclient, Netcat, LinPEAS; web enumeration, command injection, SMB
enumeration, credential attacks, Linux privilege escalation
Scripting & Automation: Python, PowerShell, VHDL, Quartus Prime, ModelSim, Git, GitHub, VS Code, PyCharm, Jupyter, Docker
Forensics & Analysis Tools: Sysinternals Suite (Process Explorer, Autoruns, TCPView, Sysmon), Wireshark, Snort, Linux
Soft Skills: Troubleshooting, teamwork, communication, documentation
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